IN THE MATTER OF THE SEARCH WARRANT )

IN THE DISTRICT COURT OF OKLAHOMA COUNTY 0CT 01 2018

STATE OF OKLAHOMA RICK WARE

COURT CLERK

¢3
FOR THE GOOGLE GMAIL ACCOUNT OF ) ) aCi'Q\
halltripp6@gmail.com )  SW No.

AFFIDAVIT FOR SEARCH WARRANT

THE UNDERSIGNED PERSON, BEING DULY SWORN UPON HER
OATH, DEPOSES AND STATES AS FOLLOWS:

This search warrant affidavit applies to the following records and evidence
limited to the time frame of November 1, 2018 through January 31, 2019:

(1.) All stored communications and other files reflecting communications to or
from halltripp6@gmail.com;

(2.) All files that have been accessed by halltripp6@gmail.com or are
controlled by user accounts associated with halltripp6@gmail.com;

(3.) All logs and records of user activity for halltripp6@gmail.com, including;
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Contents of Google+ Photos, to include all aloums, photos, videos,
and metadata for each file;

Content of all Google+ posts and/or comments associated with the
account, as well as a copy of the Google+ profile and Google+
Circles and contacts:

All files/folders present in the user's Google Drive;

YouTube subscriber information, copies of videos and associated
metadata, and any YouTube comments or private messages;
Copies of email content as per usual;

Copies of any blogs, comments, or posts to blogs;

For the target account(s), provide the Android/iPhone device
information, including IMEI/MEID, make and model, serial number,
date and IP of last access to Google, and a list of all accounts that
have ever been active on the device.

(4.) All subscriber information provided to Google, to include, but not limited
to, name, address, gender, age, and occupation, for the email address
halltripp6@gmail.com

THE SAID PROPERTY MAY PRESENTLY BE LOCATED FROM:
Google, LLC.
1600 Amphitheatre Parkway
Mountain View, CA 94043
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FURTHER, YOUR AFFIANT STATES, IN SUPPORT OF THIS
APPLICATION AND FOR SHOWING THAT THERE IS PROBABLE CAUSE
FOR THE ISSUANCE OF A SEARCH WARRANT, AS FOLLOWS:

THAT, your affiant is ELIZABETH GREEN, a certified and commissioned
peace officer in and for the State of Oklahoma and is currently employed as a
Lieutenant for the Oklahoma State Bureau of Investigation (OSBI). Your affiant
has been in Law Enforcement for approximately 18.5 years. Your affiant's
training and education has included a Master's Degree in Criminal Justice from
Oklahoma City University; Advanced Peace Officer certification with the Council
on Law Enforcement Education and Training (CLEET); the OSBI Agents
Academy; and more than 2,500 hours of CLEET-approved continuing education.
Your affiant has personal knowledge of this investigation or has received
information from other law enforcement officers.

THAT, on March 28, 2019, ELIZABETH WOOLLEN, Chief, University of
Oklahoma Police Department, requested OSBI investigative assistance into
some allegations against DAVID BOREN and TRIPP HALL. It was alleged that
BOREN and HALL inappropriately kissed and touched former and current
students and employees of the University of Oklahoma.

THAT, a student at the University of Oklahoma, herein referred to as
AW321998, was interviewed by OSBI Agent MEGHAN BOWMAN. AW321998
stated he met HALL at the University of Oklahoma at a book club. After the book
club, HALL invited AW321998 out for tea and befriended him.

THAT, over the winter break, AW321998 and HALL communicated with
each other. HALL said he visited a vacation spot, maybe Cancun, and offered
AW321998 and HALL go there sometime.

THAT, in January 2019, AW321998 met up with HALL at HALL'S house,
627 Classen Boulevard, Norman, Cleveland County, Oklahoma. AW321998
tried to tell HALL about a medical incident he incurred over winter break, and
HALL offered AW321998 a massage. HALL said "don't worry, you don't have to
say anymore." HALL said he would stop when it went too far, and for
AW321998 to say "stop" or "no" then he would stop the massage.

THAT, AW321998 felt like he could not tell HALL "no", even though HALL
said to tell him when to stop. AW321998 felt like he was on some sort of
substance because he could process everything that was going on around him,
but did not feel like he could respond at all, like an out of body experience.

THAT, HALL performed oral sex on AW321998. Afterwards, AW321998
sent HALL three text messages stating their friendship was over, and AW321998
did not want to do anything with HALL again. AW321998 blocked all electronic
communication with HALL.
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THAT, AW321998 and HALL communicated through text messages,
instant messages, and emails from November 2018 through January 2019.
HALL and AW321998 made plans through these above described
communications to meet up.

THAT, AW321998 gave BOWMAN consent to dump his cell phones he
used to communicate with HALL. AW321998’S cell phones were processed at
the OSBI Digital Evidence Unit (DEU) Laboratory. The OSBI DEU Laboratory
provided BOWMAN with exhibit reports of the information extracted from
AW321998'S cell phones. BOWMAN reviewed the exhibit reports from
AW321998'S cell phones and found the following:

THAT, HALL communicated to AW321998 using cell phone number
405/301-1039 and email address halltripp6@gmail.com. The phone number and
email address were stored under contact name “Tripp Hall”.

THAT, communication between HALL and AWS321998 started on
November 17, 2018. HALL sent AW321998 an email using
halltripp6@gmail.com. The content of the email was not captured.

THAT, the undersigned affiant submits based on the facts set forth in this
affidavit, that there is probable cause to believe that the Google Gmail Account o) 7{1{‘(
was-usee-for Rape, Oklahoma Statute Title 21, Chapter 45, Section 1114, ‘ gl%’\\‘?”"
(ontains Releviet \ufv dnati~ poetamey to e aveStepdvn o
THAT, a search of the Oklahoma Secretary of State’s website found a
listing for Google, LLC. under Corporation Service Company, 10300 Greenbriar
Place, Oklahoma City, Oklahoma 73159. Said address is located in Oklahoma
County, allowing this Court to have jurisdiction.

THAT, the statements in this Affidavit include information provided by
witness testimony. Since this affidavit is being submitted for the limited purpose
of securing a search warrant, the Affiant has not included each and every fact
known concerning this investigation. The Affiant has set forth only the facts that
are believed necessary to establish probable cause to support the issuance of a
search warrant.

THAT, Based upon the above-described facts, Your Affiant respectfully
requests that a search warrant be issued to Google, LLC. located at 1600
Amphitheatre Parkway, Mountain View, CA 94043, for the Google Gmail account
halltripp6@gamail.com, and the items listed above in sections 1 through 4.

2 7 )
FURTHER SAYETH NOT YOUR AFFIANT %‘Z//Jl W ////%X//é/”\_.ﬂ

AFFIANT_
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SWORN TO BEFORE ME THISézZZ DAY OF 5/:?—/’ , 2o1i

W7 e
JUDG/;’O;/ p%mﬁ% G \[
/ol
/
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IN THE MATTER OF THE SEARCH WARRANT Ci
FOR THE GOOGLE GMAIL ACCOUNT OF -]

halltripp6@amail.com SW No. &ﬁg

SEARCH WARRANT

STATE OF OKLAHOMA

IN THE NAME AND BY THE AUTHORITY OF THE STATE OF OKAHOMA

TO: ANY SHERIFF, POLICE OFFICER, OSBI AGENT, OR LAW ENFORCEMENT
OFFICER IN OKLAHOMA COUNTY, STATE OF OKLAHOMA.

An affidavit having been sworn to by Affiant ELIZABETH GREEN of the Oklahoma
State Bureau of Investigation before me this day, based upon fact stated herein, probable
cause having been found, | command you to make search of the following described
Google Gmail account, halltripp6@gamail.com for any and all information, including:

Any and all information for the Google Gmail account: halltripp6@gmail.com from
November 1, 2018 through January 31, 2019 including, but not limited to:

(1.)All stored communications and other files reflecting communications to or from
halltripp6@gmail.com;
(2.)All files that have been accessed by halltripp6@gmail.com or are controlled by
user accounts associated with halltripp6@gmail.com:
(3.)All logs and records of user activity for halltripp6@gmail.com, including:
1. Contents of Google+ Photos, to include all albums, photos, videos, and
metadata for each file;
2. Content of all Google+ posts and/or comments associated with the account,
as well as a copy of the Google+ profile and Google+ Circles and contacts;
3. All files/folders present in the user's Google Drive;
4. YouTube subscriber information, copies of videos and associated
metadata, and any YouTube comments or private messages;
Copies of email content as per usual;
Copies of any blogs, comments, or posts to blogs;
For the target account(s), provide the Android/iPhone device information,
including IMEI/MEID, make and model, serial number, date and IP of last
access to Google, and a list of all accounts that have ever been active on
the device.
(4.)All subscriber information provided to Google, to include, but not limited to, name,
address, gender, age, .and occupation, for the email address
halltripp6@gmail.com
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All of which is subject to being lawfully seized for the following reason, to wit:

In the investigation into the crime of: Rape, Oklahoma State Statute Title 21,
Chapter 45, Section 1114

THEREFORE, | am presently satisfied that there is probable cause to believe that
the evidence, property or items, so described are presently being maintained by Google,
LLC. located at 1600 Amphitheatre Parkway, Mountain View, CA 94043, and Google,
LLC. under Corporation Service Company, 10300 Greenbriar Place, Oklahoma City,
Oklahoma 73159, and that the foregoing grounds for the issuance of the Search Warrant

do exist E

YOU ARE FURTHER COMMANDED”to search the above-described Google
Gmail account for the items so described, serve a copy of the Warrant upon the owner
and operator of the property, and make a return of the items seized pursuant to this
Warrant within ten (10) days of this date.

Issued under my hand on this Zﬂ day of Sﬁ ?ﬁf{ : 20_/’7 , at /4‘//%@@!\/5.

...ﬁ/\ l!?’i////j /‘/
Judge f’fh gt}'lct/C tﬁrt /

/Oklah m%
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FILED I DISTRICT COURT
ONLAHOMA COUNTY

0CT 01 2019
SEARCH WARRANT RETURN:
RICK WARREN
COURT CLERK
THE STATE OF OKLAHOMA
) ss. Sw- 20)‘1- ] 9\—0}&\
COUNTY Oklahoma )
OF
The following described property was seized under this warrant onthe 28 day of

September ; 2019.

Correspondence paperwork from Google, LLC
Zip file, 518.86 MB in size

Items sent electronically from Google, LLC, via Law Enforcement Request System. Affiant retrieved
and downloaded the aforementioned items on September 30, 2019.

|, Elizabeth M. Green , the officer by whom this warrant was executed on 12

day of  September , 2019 , do swear that the above inventory is a true and detailed

account of items taken by authority of the warrant.

Wiy abt ot _

Affiant -
Subscribed and sworn to before me this /)j dayof /7 . 2 & K"/

<) p o
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IN THE DISTRICT COURT OF OKLAHOMA COUNTY

STATE OF OKLAHOMA P L ABORA CO
IN THE MATTER OF THE APPLICATION OF THE ) 0CT 01 2019
OKLAHOMA STATE BUREAU OF INVESTIGATION, ) .

2] Cla /fﬂ&sﬁN

A GOVERNMENT ENTITY, FOR AN ORDER ) COURT CLER
REQUIRING THE DISCLOSURE OF CERTAIN ) 93
RECORDS OR INFORMATION PERTAINING TO )
GOOGLE GMAIL ACCOUNT halltripp6@gmail.com ) CASE NOSIW-2R019~ 1392

APPLICATION FOR ORDER PRECLUDING SUBSCRIBER
NOTIFICATION PURSUANT TO 18 U.S.C. 2705(b)

Now comes the Oklahoma State Bureau of Investigation, a governmental entity, by and through
Lieutenant ELIZABETH GREEN, who, being duly sworn and upon her oath, does state as follows as the
Applicant for this Order.

Lieutenant ELIZABETH GREEN, on behalf of the Oklahoma State Bureau of Investigation, respectfully
applies to this court for an order prohibiting Google, LLC. to disclose, to the customer or subscriber
identified above, the issuance of a request for records or information pursuant to 18 U.S.C. 2703.

In support of this application, your applicant respectfully submits to this court as follows:

1.

This court is a court of competent jurisdiction to issue such orders as defined by Title 18 Section
2711 and Section 3127 of the United States Code, and Title 13 Section 177.1 et seq. of the
Oklahoma Statutes.

As a court of competent jurisdiction, this Court has the authority to order the prohibition of
disclosure of the above information, pursuant to Title 18 of the United States Code, Section 2703
(c) and (d), based upon the specific and articulable facts, set forth below.

Your Applicant is currently conducting a criminal investigation related to the offense of Rape,
Oklahoma Statute Title 21, Chapter 45 Section 1114. »

Your applicant has reason to believe that notifying the subscriber of the existing order relating to
the Google Gmail account halltripp6@gmail.com, will result in the destruction of or tampering
with evidence.

Your Applicant requests this court issue an order precluding Google, LLC. from notifying the
subscriber identified above of the existence of this order or any resulting order, as 18 U.S.C.
2703(c)(3) specifically provides that the governmental entity need not notify the subscriber or
customer of the existence of an order with the reason stated above.
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As a result of the reasons set forth above, your Applicant further requests this Court, pursuant to Title
18 Section 2703(c)(3), seal this Application and any resultant Order to carry out the provisions of Section
2703(c)(3).

Respectfully Submitted,

iyl WWM\/

Apphca t

Dated this é?; day of 2—7#2 2019 at/& ﬁ hours.
A

//’//@

/ ,// ’{M" /
// A -

/ Judgé of the’District Court
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IN THE DISTRICT COURT OF OKLAHOMA COUNTY_ _ uu»f*’d%@gm
AHFOMA COUNT
STATE OF OKLAHOMA ORLATOMA ©

IN THE MATTER OF THE APPLICATION OF THE )
OKLAHOMA STATE BUREAU OF INVESTIGATION, )
A GOVERNMENT ENTITY, FOR AN ORDER )
REQUIRING THE DISCLOSURE OF CERTAIN )
)
)

RECORDS OR INFORMATION PERTAINING TO
GOOGLE GMAIL ACCOUNT halltripp6@gmail.com

CASENO:DW =019 ~ /239 )

ORDER PRECLUDING SUBSCRIBER
NOTIFICATION PURSUANT TO 18 U.S.C. 2705(b)

This Court, having considered the Application of the Oklahoma State Bureau of Investigation, through Lieutenant
ELIZABETH GREEN, for an order requiring the disclosure of certain customer or subscriber information by
Google, LLC. finds as follows:

1. This Court is a Court of competent jurisdiction as defined by 18 U.S.C. 2711(3) and 18 U.S.C. 3127, and
because this Court is authorized by Title 13 Section 177.1 et seq. of the Oklahoma Statutes to enter
orders regarding electronic communication.

2. The information or records sought by the Applicant is of the type specifically provided for in 18 U.S.C.
2703(C).

3. The Applicant and the Oklahoma State Bureau of Investigation are a governmental entity as that term is
used in 18 U.S.C. 2703(c), and have set forth specific and articulable facts showing that they have an
ongoing criminal investigation and that the records or information they seek are relevant to this criminal
investigation, thus meeting the requirements of 18 U.S.C. 2703(C).

4. That a lawful Order Requiring the Disclosure of Certain Records or Information has been issued to
Google, LLC.

5. That the order requesting these records pertains to Google Gmail account halltrippé@gmail.com.

6. That notification to the subscriber of the issuance of this order will likely will result in the destruction of
or tampering with evidence.

IT IS THEREFORE ORDERED that Google, LLC. not disclose to the customer or subscriber the existence of this
Order or the Application for this Order, as provided for by 18 U.S.C. 2703(c)(3) for 120 days following the date
on which the order is signed.

AND IT IS FURTHER ORDERED that this Order and the associated Application be sealed by the Clerk of the District
Court, and shall be unsealed only upon Order of this Court of a competent jurisdiction. '
P ,f’f /

/> - i
Datedthis‘,@ﬂ day of D/@f:}’ 201 aj,c/{y/‘Z hours.
/

/ /f/ Z{/';/ldg
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